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(College of Computer Science &. Technology, Xi’an University of Science and Technology, Xi’an 710054, China)

Abstract: In response to the limited generalization in existing object detection-oriented adversarial
example generation methods, an adversarial example generation method based on style transfer is
proposed. Firstly, a novel adversarial patch generation method is introduced, leveraging style
transfer techniques to blend features extracted from different layers of style images. This process
generates adversarial patches that lack distinct object features but are rich in texture.
Subsequently, a gradient-based activation mapping method is employed to generate feature
heatmaps for the target, visually illustrating the significance of different regions of the target
within the object detection model. Finally, a heatmap-guided mechanism is established to guide
the adversarial patch to attack critical positions of the target, thereby enhancing its generalization
ability and generating the ultimate adversarial examples. The proposed method’s performance is
verified through experiments conducted on the DroNet outdoor dataset. The experimental results
demonstrate that this method achieves a success rate of 84. 07 % in generating adversarial samples
for the single-stage object detection model YOLOv5. When applied to attack the two-stage object

detection model Faster R-CNN, the success rate remains at 67. 65%. Compared to prevailing
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methods, the adversarial examples generated by the proposed method exhibit superior attack

effectiveness and good generalization capabilities.

Keywords: object detection; adversarial examples; style transfer; adversarial patch; heatmap-guided
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Fig. 1 Framework diagram of adversarial examples generation method based on style transfer
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Fig. 2 Comparison between original adversarial patch and

adversarial patch generated by our method
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Fig. 3 Design flowchart diagram of adversarial examples

generation method based on style transfer
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Fig. 5 Attack effects of adversarial examples generated on
YOLOvS
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adversarial patches in the detection box
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after adversarial patch attacks at different distances
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Fig. 10 Attack results of the adversarial examples generated
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by the adversarial patch attack guided by the target
feature heatmap on YOLOvV5
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Table 1 Attack success rate of adversarial examples
generated by the adversarial patch attack guided
by heatmap of target feature under different
proportions of adversarial patches on YOLOv5
XN T Wi %/ %

b /% TC-EGAPY DPatcht) P21 AGAP® DP-PGS
15.0 36.52 24.51 26.23 35.54 37.99
17.5 45.10 23.04 26.72 43.63 49.51
20.0 51.23 24.51 27.70 61.52 64.22
22.5 55.15 24.51  28.19 70.10 75.74
25.0 66.18 28.19  64.56 83.58 84.07
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Table 2 Attack success rate of adversarial examples

generated by the adversarial patch attack at
random location under different proportions of

adversarial patches on YOLOvV5

XA T Bk %/ %

it/ % TC-EGAPY DPatch® P*#1 AGAP? DP-PGS
15.0 16.18 10.05 12.01 25.00 28.68
17.5 24.51 11.03 12.75 35.05 38.73
20.0 28. 68 11.52  13.24 43.63 44.85
22.5 32.11 12.50  13.48 45.59  50.25
25.0 31.13 12.99 13.73 48.53 52.21
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Fig. 12 Attack results of the adversarial examples generated
by the adversarial patch attack guided by the target

feature heatmap on Faster R-CNN
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Table 3 Attack success rate of adversarial examples

%3

generated by the adversarial patch attack guided
by heatmap of target feature under different

proportions of adversarial patches on Faster

R-CNN

MHANT Yk %/ %

Hitt/ % TC-EGARY DPatch™®® P’1%) AGAPMY DP-PGS
15.0 14. 71 17.40  13.73 23.04  26.72
17.5 18.63 21.32  16.91 33.58  39.22
20. 0 22.06 23.77  20.83 43.87  54.9
22.5 22.06 27.45  29.41 49.51  61.76
25.0 24.75 25.49  33.09 55.15  67.65
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